Mou3sro Privacy Policy

Revision: 17 February 2026

This Policy describes how the Mon3sro service (bot, web application,
and related products), managed by Sole Proprietor Pavel Aleksan-
drovich Kondakov (the “Company”), collects, uses, and protects
data.

1. General

1.1. The Policy complies with Russian Federal Law No. 152-FZ “On
Personal Data” and other applicable regulations.

1.2. By using Mou3s3ro, the User confirms their consent to this Policy.
1.3. The Company protects data from unauthorized access, disclo-
sure, or misuse.

2. Data We Process

2.1. Minimal technical data:

- messenger identifier (Telegram ID) or web session ID;

- technical logs (timestamp, IP address, device/browser type);
- cookies or similar technologies (for the web version).

2.2. Voluntarily provided data:

- test answers, notes, comments submitted by the User;

- contact information (email, nickname) if the User provides it for feed-
back.

2.3. The Service does not request or process passports, residen-
tial addresses, health data, or other sensitive categories unless the
User shares them on their own.

2.4. We do not use data to train Al models and do not transfer it
to third parties, unless required by law or necessary to ensure service
functionality (e.g., hosting providers, payment processors with their
own policies).

3. Purposes of Processing

e providing access to Mou3aro functionality;

e ensuring stable operation, diagnostics, and quality improve-
ments;



¢ responding to User inquiries;

« fulfilling legal obligations (accounting, taxation, etc.).

4. Third-Party Sharing

4.1. Data may be shared with:

- hosting and infrastructure providers;

- messengers (e.qg., Telegram) under their policies;

- analytics/notification services in the minimum necessary volume.

4.2. External contractors are bound by confidentiality obligations.
4.3. The Company does not sell or disclose data for marketing without
explicit consent.

5. Storage and Security

5.1. Data is stored on servers in compliance with Russian data local-
ization requirements.

5.2. We apply technical and organizational safeguards: encrypted
channels, access controls, event audits.

5.3. Protective measures are reviewed and updated regularly.

6. User Rights

Users may:

- request details about their data processing;

- request correction or deletion when no legal grounds for retention
exist;

- withdraw consent by ceasing to use the Service and emailing
team@my3ego.ru.

7. Cookies & Analytics

7.1. The web version may use cookies to simplify authentication, per-
sonalize the interface, and analyze behavior.

7.2. Users can disable cookies in browser settings, but some features
may become unavailable.

8. Changes

8.1. The Company may update this Policy; the latest version is pub-
lished in the Service.
8.2. Continuing to use the Service after updates implies acceptance.



9. Contact Details

Counterparty: Sole Proprietor Pavel Aleksandrovich Kondakov
Legal address: 302030, Russia, Oryol Region, Oryol, Gertsena
St. 13, Apt. 1

INN: 575107143746

OGRN: 325570000008956

Email: team@my3ego.ru

For any privacy-related questions, email us. We strive to respond
within 10 business days.
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